
 
 
 
 
 
 

How to avoid financial scams: 
 
 
1. Never share your OTP, Password, 

Credit/Debit card details like CVV/CVV2, 
ATM pin, etc to anyone. 

 
 
2. Always remember that you need to provide OTP or scan QR codes only when making 

any payments. If you are receiving payments from someone you need not provide OTP 
or scan QR codes. 

 
 
3. Beware of fraudulent phone calls and/or sms links which ask for your banking 

credentials. Never disclose them. 
 
 
4. It is strongly recommended that you use internet banking/debit 

cards/credit cards while doing online transactions instead of using 
UPI payment methods. 

 
 
5. Do not set common PIN for mobile banking/Debit cards/Credit 

cards which can be easily guessed and always try to change it every 3 
months. 

 
 
6. Never use public wi-fi/public computers/cyber-cafe 

internet while doing online transactions. 
 
 
7. On becoming aware of any fraud transaction, 

immediately report to bank and lodge FIR at your 
nearest Police Station. 
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