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You didn't take
- my ca[f‘

(What ! Electricity disconnection
[ notice ! bill was not paid !!!

SN

Friday, 27 My 2022

Natification

Dear Customer Your
Electricity

Power will be
disconnected
Tonight at 10.30 pm
from

electricity office,
because your
pravious month bill was
not

update. Please
immediately

contact with our
electricity officer
BEJTIA2475 Thank you

notice, but I've paid the bill
online.....

Somehow it's not updated. You'
send a small amount again. First ¢
install the App from the link I've |
Jjust sent. You'll receive a code. .~
Share that with me.

money has gone from

(Oh my God ! Entire
my bank account. |

Ok. Here is the code. An
check, I've JUSt paid Rs?o/
‘\_ _

Within 7hour of the scam, if you can lodge the complaint

NEXT MORNING/ | must go to the police.

bg diaﬂfng 7930, it becomes Easfﬂr forus to retrieve the Ne\;er be”e\;e ang message Or ca" reCered from i
money. This 1 hour time is called "The Golden Hour" - strangers. Never install remote access app if advised
' by a stranger. Read the advisories in CS-CoE portal. *

Sir, this was my
whole [ife's saving

*wiww. cscoe.itewb.gov.in/advisories




During lockdown | had to close
my beauty parfour: Now I've to
visit clients' place to serve them.

PAN card, Aadhar card, bank
detail, photo all submitted. Huh,

[BA—

| didn't apply for loan. | onlg}
checked eligibility and they

I'm planning to start my own
garment  business. | can
borrow some money easily
from the Instant Loan Apps. It
takes only 70 minutes as their
processing is quite easy.

Congratulations! You are eligible to
avail loan up to Rs,

+ 25000

our relative is not

It's a small amou
you can repay.

transferred the money.

("Loan App Company called my
Uncle. Abused him very badly.
Now he is very annoyed !

repaging our loan. Your
name is mentioned as
guarantor. So you have
to pay Rs.25000/- now,

AR

nt,

They sent me a message. If
you don't pay the money
within 1 day, they will pass
on your obscene photos to

updating it in App. Now calling

I've repaid the loan. They are not

me repeated|y asking Rs.25000/-,

L all your contacts.




{Their only target is to extract money from you—=s
That's why they've transferred it without -
asking. It is their game plan. They will never
update your repayment. So it's better to report|
to the Police at the earliest. '-

-

They are circulating my wife's morphed photos to
our relatives and blackmailing us. I'm surprised, how
could they access our contacts and those photos !!!

At the time of installation, the
App took access permission of
your gallery and phonebook
where numbers are saved as
Uncle, Aunt, Sister and so on.

We are getting similar cases from other PS too.
It must be a gang. Please alert your contacts
not to give money to them. You should have|

messages. Have you created the fake profiles

in Facebook as | directed ?

=

See, I've returned their money | | come to us before giving money. ;
from my UPI wallet.

It seems my money is gone !!! =

7 These Apps generally have very high rating which is done by bot accounts.
' To know the truth, you must read the negative reviews and do a little
research in Google. Also check whether the App is RBI approved or not.

See, they are not doing all these to cheat you alone. They will cheat many
more people before closing down their business. Before that, the police will
surely catch them.

Sir, under 91CrPC, | mailed to all
service providers for COR, IPDR,
Internet login IP, location, emails,
connected phones etc. Here is

\ the Meta data analysis report.

A big gang indeed.
They've set up a call
centre somewhere.
Let's enquire more
and then zero down
on the entire gang.




Today is half office. Ang)
' plan for the evening ?—
/

Qur Chemistry Sir is unwell. :
He has sent me a message
in FB messenger requesting

Rs.6500/-. I'l go to see him. j—

eally ? Il also go. It's
been so long since | saw
him the last time.

Didn’t have his number.
So called via messenger.
He didn't receive,

You two are here ? What
a pleasant surprise !

= s To see you. Sir
WS 01've recovered ?

DP, name, address - all
same. Few of our
batch mates are also
there in his friend list. 5

How can you
be sure it's
Sir's profile ?

| was totally unaware that somebody has created a
fake profile impersonating me and asking money ! 7
Who knows they've cheated how many people |7y

Your photo,
name every
thing matched.

So | did not
doubt it all. ’

Though it's a small
amount. Don't ignore.
Report to the Police.

ou must keep your friend
list hidden. Even if some- ke
body creates a fake profile ]’

in your name, he won't be
able to target your friends.

can see your duplicate proﬁles and I
their creation dates. And moreover, if | |
anybody asks money in messenger, do
a thorough checking of the profile.  J=




It's high time

[First they've added the fri t
] ] First they've added the friends to to abscond

(The same thing happened‘ the fake profile to make it look more [ &
Mh 2of our batch-mates. | \authentic. They are well prepared.

N

Why do you do all these

' deliberately ? Where is
(Electric Bill, Fake Profile, Loan App

scam - all they are doing from one (Let's raid tomorrow and
\cal gw. I've pinpointed the area. arrest the full team.

‘Now be our gues and enjoy
Get down and come our special treatment.
\with us for a joyride!

Knew that hed be ) Arrested ? Shall | get!
caught. It's impossr’blel— (Serves him right \ my money back —
to erase all digital Footj l‘ﬁ“ really happy. | =

prints. But you people
have to be aware too.




T

Work Yrom

(I've already submitted |
and received thel
conﬁ'mati

on SMS.
r

[We shall give some scanned |
documents which you have
Mona Darling ! 2 new fools - — 1 to type in a database. We
have stepped into our trap.| \ > —— shall forward the same to
Check once. Al i 1 =" ( 1= our employer and give your
4 ; payment after deducting
our commission. Be careful,
| there should not be more
|\, | than 6% mistakes.

 There won't be a|
single mistake
madam, Il do it

| very fast.

hat day evening That job consultancy firm called me today, saying
that the company will employ a few candidates very
soon. If | give Rs.50000/- they will shortlist my name.)
3 big tea please. Entire
day worked so hard.

| also finished data
entry in2days and
sent them the file.




It's been 2 days since

we've sent them the L 4 l ' l ' ' l I
files. No response A
p— -—4

| | from them, neither

o Payment I You've ruined
our company. You did too
many mistakes. We've lost
the order and our client has
imposed huge penalty on us.

u\“

| did with utmost care.
Angway, tell me the
errors, Il retype.

Once submitted, the file cannot be
edited. Our company must not suffer

First this WhatsApp from Police, theU ot s gl

this message from lawyer. See. How to
C

arrange such huge money !!
—— | have doubt. Don't panic. | know\
- olice Station i i |
s i somebody. Let's consult with him.
Dear sir.
We have recaive & ki Advo'-; —
complainant against u
which is punishable in Hi si
different saction of Indian
Pangl Cade and IT Act, [fu Vi iditiivm
don't make settlement with Yalkata high caurt. As

the complainant within 24 yau have not paid the

amount to my client
company, we shall start
# case againat you.
Plzase pay within 12
hours to avoid legal
hazards.

hours then wa shall start a
case against u,

Palice dept

Thank yau

These are messages from police and
lawyer ? Are you crazy ? These are all
fraud. Somebody is trying to cheat you,

But TrueCaller is also
showing these names.

They themselves saved those names
against those numbers. TrueCaller
fetches information from other users'
phonebook and retrieve those names.

And whatever you search in Google, it
start showing related advertisements.
You've searched for JOB, and so all JOB
related ads were shown to you.

Don't pay a single penny. Just report to
the police.

Don't worry. It's a Fraud case. We shall locate
them soon. Few things you must keep in mind.
See this leaflet ...

/| SECURITY TIPS FOR ONLINE JOBS

o Enquire thoroughly about the employer.

o Paying huge money for a very simple job should be a scam.

o If the employer gives you work without verifying your
qualifications, work experience, then possibly it is a scam.

o There is no method of measuring the percentage of errors
in a typing job.

o At the beginning, there must be a written agreement where
all the terms and conditions are clearly stated. They can
employ you only if you agree to all the conditions.

o No one can charge a penalty on the pretext of errors
in work.




You didn't advertise, still people About 1000 people are vandalising
came to join your company ? an office. We have to rush.

[ | I ‘K —
Someone has issued fake f '

offer [etter on behalf of
oUr COmMPany.| S\

_ N

I Got the

Jdob...

Said, they were hiring for ‘

some big company. Twice |
appeared for the interview

N

A S N J

' NA [ .BW 1
Said, few people would be appointed immediately) [~
If | give Rs.50000/- she will shortlist my name. |
paid and received this joining letter through

email. Today | came tojoin... |

In a week they informed that | was
selected. Joining, after 4 months.

It's a scam. We have)

collected all details from
the victims. Shall try to

got an address from

any clue from
the bank. Shall visit

those data ?

This is called email spoofing. It
appears like your company’s id

But they've used my
icompany email address

I don't know anything. Someone took my
Aadhar card against Rs.500/- monthly [F
M rent. I'm very poor, so 1 gave it ...




Check the UPI transactions again. You |
might find some clue there. Remember,
criminals always leave trails.

SIMs are issued against fake KYC
documents. Not getting any lead.

VYes. Here is one
transaction. I'l

A

(Some Mona's mobile has been recharged from

this UP1 wallet. Put that number in surveillance.
We can get important clues from there.

[You've cheated many people. Now
Lit's time to teach you the lesson.

Daddy, see, police has|
arrested those crfmfnaIsJ

e -

Ask the consultancy firm, from where did they get your detalil.

~ Verify the authenticity of the consultancy firm

_ Check their original company website where they have published such
advertisement

V' To be sure, call the landline / toll-free number of the company
v Double check before believing unexpected / abnormal good offers
 Watch the sender’s email address very carefully for mistakes

Do not trust online and unknown employers who pressurise to work

hastily - :
J . _ Right Sir
Never pay any money online for any job

Release an advisory®
on this crime today.
Highlight these points.
And mention CS-CoE




Really ? but if you
get caught? Better
try in some other

fake payment receipt. Planning to
fool some shop-owners.

/

a trap while trying some
data entry job.

See, by this App you can generate
] 4 : } My son narrowly escapeﬂ

See, I've paid. May be due

Your groceries worth | to some network issues
Rs4600/- F——— \your message is delaged.

% “F d-r-.-..-.-.-..-.-u-

Daddy, I've updated the passbook, : Ml There are Apps that generate fake pagment receipts.

: TBut she has showed
But that payment is not reflected the pagment recei

in her phone !
. N

It seems that she has cheated youv. Report to the
Ptu police. They will catch her from gour CCTV footage.

thinking of you. A strange
ing has happened....

Best way is to wait till you receive
payment notification. Be it a bank or
any wallet, message will surely come,

We, the aged people, are not so
tech-savvy and trust everyone easily.

S0 easy as long
we are there.

-




THE MYSTERTOUS
MECHANTC

Somebody is trying our
number. Call him back.

[Tell me the service centre )
phone number from their

'Lodge the complaint
| for fridge servicing.

—

Calling from fridge servicing. You've
@Iled our customer care ?

i
o

Need to refill the gaé and change few

\parts. It will cost a total of RS,SOOO/—H

A
‘ﬁ\v/Rs.sooop td

>ﬂo way! Okay, give.

\

Sure. Il return shortly
with the parts and put
it in order.

Please
come 00N

Where has he gone ? The |
phone is switched off too.)




t the bill. Try t
Socil Frgztrj:ﬂmggr ’h_eJ We don't have any service engineer by that)
' [/Hello Customner Care? name. Neither the docket number belongs |

. to us. We didn't receive any complaint at all

Took out the SIM from
the phone. They can't
find me anymore.

| (However, it was not a
very big amount. But
how can | accept this

|it first and consider the topmost result as the correct one. But any website

r | can be brought to the top by search engine optimization. This is how criminals
bring their fake websites at the top and we fall into their traps while buging

some goods or services. The scope of cybercrime is not limited to the cyber

[ People avoid legal hassles for small amount. Incidents remain |
unreported and so culprits are not caught. The criminals enjoy
benefits from your mind-set. Tomorrow you'll go to the police
station first. These people must be caught. Send me the |
website link and the culprit's phone number.

e — {11l do that. We have to
I checked with DNS lookup, didn't - pay them back in their

|
PR

own coin. The website
is still operational. You
book a service call
from your address.

get much details of the website
owner: But many have written on
several feedback sites that it is a
fake site and they have also been
cheated. From them we can find
out culprit's appearance, talking
styles, behaviours etc. | mean yo

profile the culprit. ! .-




You've booked a service call for your
fridge. Tell me the address. Tomorrow

Here it is ...

Listen Simba. Today
afternoon, a culprit will come

\ &
Seems I've reached
awrong place i_*K

NN
| Oh hell ! 'm gone.

: Rp N\

ON THE JOB TRAINING (CS-CoE)

Original websites come with the company name
and correct spelling. Watch carefully.

Fake websites are usvally created on free domains
like https://about.me/ ; https:/ /wwwidomnicom/;
https;//taplink.at/en/ etc. Notice the domain.

If the word 'Ad' is written next to the search result,
it means that it is an advertisement and it has been
brought up by search engine optimization by paying
Search Engines. Avoid them.

o There are some websites where you can check any
website owner’s hame, address, who has registered,
related email, location etc. These are:

https.//wwwwhois.com/whois/

https.//hostingcheckercom/

https.//webhostingdetector.com/ etc.
\erify properly.

® Do not fill any form in any website unless you are
sure that the website is genvine.



-
Spring flowers are blooming
for me. An unknown cutie
has messaged me.

/1'mjust fade up with this

We shall be close

soon

Don't you wanna

seeme?

of course

start video call ?
Check all Facebook, LinkedIn
first to confirm that the guy
is rich. It must not misfire.

not now. Call me at
night

in front of the
camera you'll do
exactly what | say
Sure

I've targeted a government officer:|
Now posted outstation on eIectfogJ
duty. Il do a video call directly.

.. S (Whois this, making}
9 video call to me
’ — g_“q

(We did video chat last night.]
.| Sheisnot a decent girl.
Angway, | enjoyed a lot

110

Be careful. Using Deep
- 2|Fake technology, angone's|
|| face can be super imposed %
’create fake videos. R

recorded the video ?
What do you want ?

Who are you ? tryinghy
to blackmail me with
morphed video ?

Public will not understand.
If you don't pay Rs.50000/-
within an hour, I'll tarnish
gour reputation. Don't act

Transfer Rs.20000/- to my
account within an hour. or,
L 1'll make this video viral. =




; My  chicken-livered My target is a strict one. Not ready]  (Why wasting your time
| won't pay a single penny as long I'm coward instantly aave ilod | g WESNRY
innocent, If he irritates me more, Il Rs,zooolo/—. Agf:fng - to give a single penny. Today I'l call crjir;:rm ? find somebody

report to the Police. chatged AST000 him impersonating a police officer.

Look, you've done '

= Dlunder. But how long|___[Never trust the unknown profiles. This is their trick. =
"" can you stop them byj | They know that most people will pay silently without

J/paying money ? let's reporting to police to avoid defamation,

report to the police.

=

Whatever she told, | did everything
in front of the camera. If the video
gets exposed I'll have no choice but
to commit suicide. W |

[ A

= . Really ? calling Put a cover on your mobile camera. Remove
" 13 . ol I3 . .
This is police. A lady has complained from Police TR T —— the cover only after seeing the caller. You
against you. If you want, you can settle AR SMENt. W can disable the camera too from settings.

Best thing is to reject the video call and

the issue by paying her a little amount,
j then make a voice call to know the matter.

Now | also
have to go to
police station.

tation ?
S | just picked up the
call unknowingly !"
Og,

We are receiving many
such complaints. We've
started investigation.
iHope to catch the
gang soon.

Forensic experts traced
| that the gang is operating
from another state. We
have to go there. Get ready.)

Made lot of friends. Now come
to Kolkata with us for more fun.




It's been 2 years of our last tour. Let_‘s go to Darjeeling. I'l check the hotels __(Daddy, please take us to
Please plan a trip this vacation. online and book a good one today. some hill station. | didn't)
see a mountain get.]

aryied
ﬂillnq

What are you checkmgw
so seriously ?

Let me pack the
\ sweaters first.

Family wants to go
to hills. So looking

for a good hotel.

di’

Yup. As you've said, | highlighted huge
discount on advance baokmg and QaVB
your phone number

Superb idea. L et's create afake hotel|
booking website. Dupe few people,
pull in good money and disappear:.

planning for vacation. How
about a placing a new trap ?

{Mang people have started T

— = — : | want to book your hotel ..
This hotel looks quite good Book fast. Don't delay. In hchdaﬂ
and they are offering big season, it's difficult to get hotels.) e

discount too.

Flll up the form and pay the)
advance booking amount. Bring
the payment receipt when you




The game is gearing up
and we are earning a lot.

= -

Hotel booking confirmed.
Nowwecanhave )
acooltrip.

Cannot find thishotel.]  (Therewasnevera | _[Go to another]
| Any idea sir ? hotel by that name. [=] hotel for the time
i ~ | being and report to
| the Police. ["RI

.

Being a little aware, you could have avoided this
harassment. We always say, before finalizing a

hotel, you should check online whether the hotel It's high time we ran away. We've )

is listed on any tourism site or not. Has anyone to abscond before they realizej_/ Ok Boss
given a review? Has anybody tagged the hotel P
and given a photo? Is it visible on Google Maps ? ¢

| B (This is the pagmentfe, /

confirmation receipt.5=
We are in deep trouble
f (at this unknown place. |

It's not easy to get away B ‘Tn spite of all these problems,
after committing cybercrime. = \we really enjoyed the trip.
Now you enjoy your holiday in
police custody.

Bad luck mate.
We are caught !!



. |of share market etcetera. becoming quite popular nowa days. Learn

the technical things from some expert.
e

My business faced a downfall i 70U €21 learn online trading’_‘ You can invest in crypto currency. That's |

during lockdown which | could
not recover till today. |

J

You've become obsessed
— with this strange idea. 'm
: ‘afraid you'll step into a trap

Don't worry. I'l
discuss with a
good consultant
before investing

(1 want to invest in bitcoin. But | don't understand
the technical issues. If you can explain a bit ...

You took a timely decision. The price of Bitcoin is rising @ lot. Our
O company has agreements with the world's largest crypto currency
exchanges. Your money will be safe. You can sell it any day with a 2-hour

sending an App link. Install that and configure your
bank detail so that gyou can buy and sell directly. You
can see your Bitcoins and the total valve in that wallet.

"' The procedure is very easy and the consultant is really
Lgood. Ilinvest 1lakh first. If | gain, 'l invest more.

|
(Wow, great price hike
for my Bitcoins. | must

invest more quickly.

p




So!'You've
& become rich ! &

You haven't sold a
single one yet. You
should have learnt
that process also.

Not really. Price is falling. |
Planning to sell a few and

the technical things.

1 am unable to sell the Bitcoins, and this ‘ Ask  gour  nephew _
gy s turmed ?FF his prone since long! Jouce: e mgiss oy . | Cannot sell the Bitcoins ? Ok, I'l ]

| followed that man's instructions.
But nothing has happened.

I've also tried in every] n 3 t's a dummy App with similar look
- possible way but with no , and feel of Bitcoin wallet. | must
result. 'm taking the phone inform the police,

Police has arrested him. Now the biggest task is to recover the money. Actually
most people don't know much about Bitcoin. Miscreants take advantage of that.

( Bitcoin is a symbolic number. It requires very expensive servers, complex
mathematical formulas and uninterrupted power to generate it. Being
extremely time consuming and expensive, it is not easy for ordinary hackers
|\ to create or use it. Starting a Bitcoin business involves huge capital too.

get on Google or any other search engine. Download apps only from

Always keep in mind few things. Don't rely blindly on the results you
trusted play store. Never follow instructions received from strangers.




All will be solved once we

get our new 5G connection.

N

Send a message to every-
one that to upgrade your
SIM to 5G, click on the

link below

I'm fed up with the network speed. Paid for
assured 20 GBPS but the test never shows| | earning for us. We can dupe people in the
more than 10-12 GBPS. Working from home

5G has just been launched, and eﬂ

|based on real life cases solved| new scam has stau‘ted
1

: 2-1T professional girls have recently
Giveme | ented the flat next to mine...

the details ‘ '
| \

My next comic book would be

Launch of 5G has opened new avenues of

name of updating their SIM. We must
start it now before they become aware.

| by opening port & creating VM - it's really

See this message. |
can upgrade my SIM
to 5G from this link.

disgusting.

!
N

Then stealthe _
OTP and get)

ou've applied for SIM upgrading.
Please share the validation code
' just sent toyou ...




Alert message
| from my bank.
| | Huge transaction
) has taken place I!!

SMS alert from
l your phone. J

Most be the SIM
update confirmation.

Shall see tomorrow.

(First verify few things. Does your phone support)
5G network ? Has your service provider released
any update ? Has 5G service been started in your
locality ? It's better to call the service provider to
check whether they've sent such link or not.

| must rush
hlto the Police

We are receiving many such cases. Trying to catch them very soon.
See you have to be aware. Just anybody calls you and you give all gour
details is never a good idea. We tell this repeatedly, never click on any
link received from strangers. Never share OTP or validation code.

Police will definitely investigate in
their own way. But it's best to prevent
the crimes.

Make the story interesting so that
people will read and be aware of the
\traps‘

J




Earning a lot from
online games. Planning

My dad never
gives a single
penny to buy
battle pass. | can
never score high.

TWiNKLE CAFE & BISTRO

Carry on boss. Studying &
j is not mandatory as long &

Aspoiled brat of a rich father, earning a lot of oneg

'S okl
~ from games. Qiling him would be beneficial for us. k! Study fard

now. Once you grow
up you'll buy a car.

Had a great free|

Wish 1 could buy those battle pass, earrﬂ
money from games and buy a tuke

T (Start"teachfng game strategies oﬂ
Whole day you are glued to your live streaming. You can earn millions.)
phone. Final exams are round the /g —

corner. Your dad will be furious.) |
d '

Don't poke me all th{a}.
F | time. L eave me alone.
bt}

(I didn't pay Fcosame paés He has He is irritated all the time. | - - .
become so obsessed and neglecting his| Can't tolerate gou at all. | always keep busy with the business 7 He keeps the door
studies. ] \| i i i/

works. Hope our son is studying hard.
Recently he S bugmg expensive)

shut and says he is
busg with studies. )




Exam's over. Whole day| (Card details must be saved)
I'm streaming live andm= Give me Somef in your Dad’s phone. Take
earning monng]’ ~ (tips, Bro! the phone, buy whatever

: an !l B § & 4 |you want, delete the bank

Now 'l earn
money from
games

%\ Can't admit you in any college for low Sometime later| We had big dreams about you. Now this is I earn more than
marks. And you've stolen money from ! your result? y,g“ played games behind the you. What to do
my credit card ? shame on you !! \ closed doors ? with these results ?

I'm tired of
this quarrel

[5]You have money. I'l arrange
a flat for you.

| am ending
my life ...

g A
Our prey is coming. We'll take his entire
[l money at gunpoint. Then finish him off 8

Your son narrowly escaped a svicide
Lattempn Please come. We've informed

the police. \

his family to searchl
him. Ha: Ha: Ha: Ha: Ha;)




Look, adolescent kids are very sensitive. You
have to understand why they are attracted

I scolded him a bit for keeping busy
with live streaming and games.

; : towards all these. Talk affectionately and Please tell us whatever
Today he ran away leaving this ; { ;
letter His phone is switched off create a friendly ccm‘fo/rt zone for them. information you have. |
V |

F senior guys mingled
with him and provoked

::ﬁr Got it !

It's clear from call records and .
tower [ocation that those 2 are SN Transter the entire fund

to my account, buddy

: ,r
What the hell ? l
left home on gour‘&

J advice ...

Parents always care for you. You
should never take such extreme
steps on stranger's advice.

\\\\‘\ﬁ

' Look, any addiction leads to depression. Playing ’
game is not bad but being obsessed is harmful. 1l concentrate on mgj—
No matter how much quick money you earn, | &, Studies. | promise,

this doesn't ensure stable future. And once you

have abundant money, criminals will follow.

Il never commit
such mistakes again




e e
Power cut

message
fraud alert

MMM

3 st Ben
alcutta: The West 1
State ‘Eﬂect_ri_mtpr Distribut

E-wallet
fraudster
dupes man

nfExsAA L

cyber cell advisory against
fake ads on social media

waipayan.Ghosh

milar method to dupe several
timesgroup.com

people of sums ranging from
Rs 12,000-Rs 37,000. The accu-

Hﬂ]“] : . 1' : | 1 were produced in court
FHPUIE alert on

286 SIM cards, one finger
scanner, a chegue book, one
UPI QR code scan stand and
cash closeto Rs 5.91akh.
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